AN ORDINANCE TO ESTABLISH AN IDENTIFY THEFT PREYENTION
PROGERAM; TO COMPLY WITH FEDERAL REGULATIONS RELATING TO
ADDRESS DISCREPANCIES; TO COMPLY WITH FEDERAL REGULATIONS
RELATING TO BED FLAGS AND IDENTIFY THEFT; TO FROVIDE FOR
CODIFICATION; TO PROVIDE FOR SEVERABILITY; TO PROVIDE FOR AN
ADOPTION DATE; 10 PROVIDE AN EFFECTIVE DATE; AND FOR OTHER

PURPOSES ALLOWED BY LAW,

WHEREAS pursuont ka ledersl law the Federal Trade Cormmission adopled idenfity
Theft Rulas raguiing the creation of cettoin pelicles relaling fo the use of cansurner reporty,
address discrapancy and the deteclion, prevention and mifigadlon of ideniity thait;

WHEREAS, the Federal! Trade Commissicn reguialions, adaplad us 156 CFR §481.2
raquire cradifors, as defined by 15 U.S.C. §168a(n(5) to adopt “red flog policies” 1o pravent
<nd mitigote Identity theft with respect o covered accounis,

WHEREAS 15 U.8.C. 51487 ai{nd5) ciles 15 US.C. 514910, which defines o craditor og o
person that extends, renews or conlinues credit, and datines ‘credl!’ in par! as the fght o

purchase property of sarvices und defer paymant therefore;

WHEREAS the Faderal Trade Commission regulations include wilty componies in the
dafinifion of creditor,

WHEREAS Handarson County Is a craditor with respect to 16 CFR §681.2 by virue of
providing ulility services or by olhamwise accapting payment for Couny senvices in arears;

WHERE AS fa Faderal Trads Commission raguiations defing "coverad account” In
parf os an account that o creditor provides for persenal, famlly o houzehold purposes thot
Is dasigned to ollow multiple payments of iransachans and specifies that o uliiity account is

o covered account,
WHEREAS the Federal Trade Gommission regufalfons requile each creditor fo adopt

an ldenfity Theft Pravention Progrom which will use “red flags” 1o dedect, prevent dnd
miligale identily fhaft related to Information used In covered Gecounts,

WHEREAS Hendersen Counly, ingluding but not #imifed to ils Ceme Craaf: Water and
Sewer Distiict, provides senvces for which paoyment is made ofter the service has been
pravided, which may be coverad accounts;

WHEREAS customer accounts for sanliary sewer senvce provided thaough Cane
Craek Waler and Sowaer Distict for which paymant i made after the praduct (5 consumed or

Identity Theft Protection Frogram Daoe 1
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tha servica has ofhenwise been provided are covered accounts by vittue of being for
toutehold purposes and allowing for multiple payments ar fransachkions:

WHEREAS the Federal Trade Commission regulafions, adopled as 16 CFR §631.1,
require users of consumer credit repons lo devealop pokcles and procadures relating fo
acdress discrepancios betwaen Information provided by a consurmer and information

pravided by 0 consumear cradit company;

WHEREAS Hendarson County uses consumer credli reporis to establish vartous
customar gecounts; and

WHEREAS the duly elected goveming authority of Handlerson County is the Soard of
County Commissloners thersof, which Board also acls g The Board for the Cane Craak
Weter and Sawear District;

NOW, THEREFORE, LET IT BE ORDAINED fhat Henderson County adopts the
following Ickentity Thaft Pravention Progroan:

Section 1

hs code of Handerson Caunty Is hereby amended by adding dn Aricle fo be numbered in
the discrafion of the County Attorey, which said Arlicla reads os folows:

“Chapter
Articie ]
Ideatity Theft Prevention Program
Scction __ -1, Shurt Tiile.

Tais chaper shall be known as the Identity Theft Prevention Program.

Section -2 Purpose.

The Purposc of this Auticle is to eomply with 16 CIR §681.2 in order to deteet, prevent and mitigate
identity theft by identifying and detecting identity theft red flags and by responding bo such red Aags in a

manner that will peevent idensicy theft.
Section -3, Definitions.
For purposes of this Atticle, the fallowing definitions apply:
{a} ‘County’ means Henderson County, North Caroliva,
th) ‘Covered account’ means (i) An account that a firancial jmstinaion ot eteditor offers or

maintaing, primartly fur personal, family, or houschold purposes, that ipvelves on ig designed
to permit multiple paymenis or transactions, such as a credit card account, mortgage Tnan,
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avomobie lean, margin account, cell phone acenunt, covered acoount, checking accourt, or
savings account; and {if) Any other account that the Anarclal instilttion of creditor affers or
maintainy for which there is a reasonably foresecable risk o customers or 10 the safsty and
soundness of the financial instittion or exeditor from identity theft, ineluding financial,
operational, campliance, reputation, or litigatlon rigks.

{c) *‘Credit' means the right granted by a creditor to a debtor to defir payment of debt o to ingur
debits and defer its payment or to purchase property or services snd defer payment thercfore,

(} "Craditor’ means any person who regulacly extends, reacws, of continges credit; any prrson
whe regularly aranges for the extension, renewal, or continuation of sredit; of ary assignee
of an oviging ereditor who participates in the decigion to extend, tanew. or continee credit
and includes covered companies and telecommunications aompeniss.

(e} "Cuslummer’ eans g pemsan that has a covered account wich a areditor,

() 'Identity theft’ means a frand commitied or atempeed using identifring information of
anather person without aethonity.

{g) "Person' means a nalurs] person, 3 conporation, govemmendt or governtnental subdivision ar
Agency, otganization, trust, ostate, partnership, coopamtive, or associztion.

fh) 'Personal Idemifying Infurmation’ means a person’s credit card accornt information, debit
card infvrmation, bank account information and drivers' license Information and for e
natural person includes their sorigl serurity member, mother's birth name, and date ol birgh,

(i 'Med flag' means a pattetn, ptactice, or specific activity thal indicates the possible exisience of
identity theft.

(i) ‘Service pravidetr' means a person that provides a service directly o the County.

{x) "Third pariy service provider’ means an entity thai aces as the intermediary barweet the
County and the customer,

Seckion -4 Findings.

{1} The County s & creditor pursuant ko 16 CFR §681.2 doe ioits provision or maintenance
of covered accounts for which payment iz made in amears,

{23 Coversd accounts offerad to castomees for the provision of County services inclode those
{or sanitary sower provided through the Cane Creek Water and Sewer District,

(3 The Covnty does not have any previous experience with idenicy thelt refated to covered
accounts,

(4} The processes of opening a new covered docount, restoring an existing coverad account,
making payments on such aceonnts, and closing such acconnts haye been identified as
potenitial processes in which identity theft could occur.

(5] The County limits access to parsenal identifying information to those employees
vespomgible for or otherwise imvolved in opaning or restoring eovered acoounts oy
accepting paymeant for use of covered accounts. Tnfwmation provided ro such employees
i entared directly into the County's computer systern and is not otherw ise recorded.

Identity Thell Protection Frogram Page 3
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(63 The County determines that there is a low risk of identivy theft oocurring in the following
WRYE:

a. Use by an applicant of another person's perzonal identifying informatian to
cstablish a new covered account;

b. Use ofa previows cugtomer's personal identifying nformation by anather person

in an elftat to have service restored im the proviows customer's nanic;

Use of anothet person's credit card, bank account, ot other method of paynoent

by a customer tz pay such custemer’s covered socount or aogaunts; and

d.  Use by a custotne- desliing o restare such costomet's covared arcount of
another porson’s credit card, bank account, of othet method of payment.

[

Section -5 Provess of Establishing a Covercd Acesunt.

{1} Ax a precondition b0 opening 5 covered account in the County, cach applicant shall
provide the County with personal ifentilying information of the customer: a valid
govecnment-issued identification card containing o photograph of the customer or, tor
customers who are not natural persans, a photograph of the customer's agent opening
the eecount. Such information shali be entered divectly into the County’s compiiter
syatem and shall not otherwise be reconded,

{23 Tach account shall be assigned an account nundber and persenal identification nember
{PINY which shall b= unique to that account. The County may atilize computer software
to tandomly generate assigned PINg and to cncrypt account nurbers and PINs.

Section -6, Access o Covered Acoount Information.

(1) Access to customer accaunts shall be password prorected and shall be limitad to

auihorized County persarie].

(2} Such passwort(s) shall pe changed by the director of the department providiag the
service for which the covered acoenint is ereated, orby the director of infoomation
techrology on & regiiar basis, shall be at Iease 8 characters in lemgth and shaif conlain
letters, numberts and symbals.

(3} Any unauthorized access to or other breach af customer accounis is 10 be reporked
immediately to the County Manager and the County Attorney and the passwoed
chaoged Immediabely.

{4} Fersonal idenlifying information included in customer ool is considered
confidentia! and any request or demand for such information shall be Jmmediasly

forwarded to the County Manager and the County Artoriey.

Secticon -T. Cradit Card Payments,

{1} Tnthe event that eredit card payments taat are made over the dnernet are progessed
through a third party serviee provider, such third parly service provider shall certify thar
it has an adequate identity the®t prevention program in place that s applicable to such
payments. This program must meet all feders! laws and regulations and be at |east a5
strict ag this Ordinance,

{2) Al credit card payments made over the ieiephone ot on the Covnty's website shail be
entered directly into the customer’s aocount information in the corputar database,

{3} Account staterents and receipts for covered acoounts shall include ardy the tast Four
digits of the credit or dzbie card or the bank account used for payment of the covered

Acoatnd.
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Seclion

8. Sources and Types of Red Flags.

ATl employees respongible fior or involved in the process of opening a coverad account, restoring a

coveted acoouit or accepting payment for a covered account shall check for red flags as indicano:s of

possible identity theft and such red flags may inclode:

f1} Alerts from consumer reporting agencies, fraud detection agencies or service providers.
Examples of alerts include but are not limited o

L=

g

A fraud or active doty alen that is incloded with & consumer repon;
A notice of credit frecze in respomse to & nequest for a consumer report;
A notice of address discrepancy provided by a consumer teporting agency;
Indications of & pattern of activity in a consvmer report (et i3 inconstsient with the history
and wsual paticmn of activity of =n apphwnt of cuskomer, such as:
i, A recent and sipnificant increas: ir. the volume of inquiries;
fi. Avunusual number of weently established credit relationships;
iif. A material changain the use of credit, espeeially with respect o recently established

credic relationsnips, or
An acoount that was cloged for catse or idenitified for abuse of account privilemes by

Py,
a fnancial institution or creditar,

(2} Suspiciouns docwments. Examples of stspicions documimis inelode:

.
b

L.

{3

Decuments provided for identification that appear to be aitered or forged.

[dertification on which the photagraph ¢r physical description is incongistent with the
appearance of the applicant or customer,

Identification on which the information ig incongistent with information provided by the

gpplicant or cuskomet;
identification on which fhe information ie incongistent with readily accessible information

Ltaal is on file with the financial insticution or creditor, such as a signamers card or & moent

check; or
An application that appears to have bE'J:I] altered or forged, or appears o have een destroyed

and reassembled.

Swspivious personal identification, such as suspicious addresﬁ change. Examples of suspicious

identifying mformation inchade;

a.

Persunal identifying information that is irconsistent with exteynal information scurees used
by the frnancial institution or creditor. For example:
i. The address does uot march any addyess in the consumer report; or
ii. The Social Security Wumber (35N} has rtot been jagued, or is listed on the Socia
Security Administration’s Death Master Iile.
Personal identifying informarion provided hy the customer is nof conaivtent with ataer
personz| identifying mformation previded by the costomer, steh as a lyck of correlalion
between the $5M ranges and date of birth.
Personal identifying information or u phone number or address, is associated with kaoan
Framdnlens applications or activities as indicated by internal or third-party sources nsed by the
financizl institution ar credicor,
Other information provided, such as fictitiovs mailing address, maif drop addresses, fail
addresses, invalid phone numbets, pager numbers or answering services, is associated with
frawdulent activity.
The SSN provided 15 the same a5 fl:at submited by other applicants or customers.
The address or telephone number provided is the same as or similar to the account sumber ar
telephone number submitted by an uauscally large number of appiicants or custamers.
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{4}

{3)

The appitcant or customer fails to provide all required personal identifying information on an
application or in response o notification that the application is incomplete.
h. Personal idencifying information is notconsistent with personal identifying informeation that
ig om e with the fimancial imstitction or creditor.
The applicant or customer cannat provide authenticat:ng informatian beyond fat which
generally would he availahle from a wallct or consumer report,
Unusual use of or suspicious activity relating to a covered account. Examples of suspicious
activily include:
a. Shorty following, the notice of a change of address for an account, County receivey a request
for the addition of arthonized vsers on the account,

b, & mew revolving credit account is used in a manner commenly astociated with knowa
patterns of fraud patierns, Forexamolc;

i, The customer fails to make the firat payment o makes an initial sayment but no

subsequant payments.
A acoount s used in A manner that is not consistent with established paiierns of activiey on

the areount. There iv, for vxample:
i, Nonpayment when thete is pa history of late or missed payments;
ii. A maerial change in purchasing or spending paterns;
d. Anaceount that has been inactive for a [ong period of Hime is used taking inm consideration
the type of account, the expected pattem of usage and other relevent factors.
e Mail sent o the customer is retumed repeatedly as undeliverable although mansaetions
continue o te conducted in connection with the castomer’s acocount,
I The County is notificd that the customer iz not receiving paper account stabements,
The County iz notified of unauthurized chacges or transactions in connection witk a

cusbomer's acecunl,
h, The County is notifieid by a customer, law enforcernent or other petson that it has opened a

frandulent acconnt for a persan enpaged in identity thefl
Motice from custorers, Jaw endbrecmenl, victims or ether rellable sources regarding possilc

identity theft or paishing relating to covered accconts

L

Section -9, Preventivn and Mitigation of [dentity Thek.

{1

[t the event that any County employes responsible for ot involved in restoring an existing
covered accoant ot accepting payment for u covered account becomes aware of red flags
indicating possiblc identity thefr with respact to existing coverad accounts, such employee shatl
use hig or her discration to determing whether soch red flag or combination of red flags suggests &
threat of identity thefi. If, in his or her discretion, such employee determines that identity thefl or
attempted identity thefl is likely or probable, such cmplayee shall immediately report such red
{laga to tha Office of the Counry Manager and the Department Dhivector, If, in his or her
discretion, such employes deerrs that identity deft t5 unlikely or that relizble information is
available t¢ reconcile red flags, the employes shall convey this infermetion ko the Department
Diirector, who may in his or her discretion determine that no further action 15 necessary. [fthe
Diepartment Dircetor ia his or her discretion determines that further action is necessary, a County
employes shail perform one or more of the following responses, as determined o be appropriate

by his ar her supervisar:

a. Contact the costomer;
b, Make the following changes to the acoount if, after contacting the customer, icis apparent

tat someane other thap the customer has accessed the cuslomer's coversd account:
i, Change eny account pumbers, passwonds, securty codes, or other security devices

that permit access to an aocount; or
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it. Close the acoouns;

e Cease atiempis fo collect additiona) chaiges from the customes and decline to sell the
customer's pccount to a debt eollecsor i the event that the customer'a account has been
aecegsed without authorization #nd such aceess has caused additional charges to accruc;

d, Mobfy a debt collzutur within twenty-four hours of a discovery of likely or probably identdicy

theft relating to a customer account that has been sold to such debu collector i the evene that

a customer's account has been sold o a debt collector prior to the discovery of the likelihood

ar probability of ideatity theft relating to such accouat;

Notify law enforcemtent, it the oven? that somesne other than the customer has acossend the

cugkamer's account causing additonal charges o acome or accessing petsonal identifing

infiormation; or .

[, Take other appropriate action to prevent or rmitgate identity theft.

Iftie County employee is unable f reach the customer hased on the contact information

avaiizble, a hold shall be placed on the account so that no new ciatges shall accrue and a
Iettey shall be sent certified mail to the hilling address and /or the place where services are
rereived. The hold shall temain on the account until such time as the customer can be
reached. Ifw customer cannot be reached within & reasonable amonit of Hme the acooant
shall e closed and secvices ended,

(2} In the event that any County employee responsitde for ar involved in opening a new covered
account becomes aware of red flags indicating possibls identity theft wich respect an application
for a new acconrat, such employee shall use his or her discretion g determing whether such red
flag or combination of ted lags suppesks & theeat of identity theft, If, in his or her discretion, such
crployes determines that identity theft or attemipted identiy theft is likely ar prahabls, such
employae shall immadiately report such red Hags o the County Manager and the Department
Direcear. If, in his o her discretion, such employee deems that identity theft is unlikely or that
reliable information ix avaiiable to reconcile red flags. the employee shall convey this inforration
to the Department Director, who may in his or her discretion determine that no further setion is
necessary. If the Depantment Directardn his ar her diserctonr determiney that Futther action is
necessary, & County employer shall perform one or more of the following responses, as
determined to be appropiate by kis or hey department head:

a.  Eequest additeonal identifying informacion from the applicane;

t.  Dreny the application for the now acoount;

e, Motily taw enforcement of possible dentity thefi; o

d. Take cther appropriate action to prevent oo mitgite identty theft

Section ____ 10, Updating the Propgram,

The Board of County Commissioners shall annually teview and, as deemed necesaary by the Board of
County Commissionets, spdate the Identity Theft Prevention propram aloag with any relevan: red ags
in order to reflect changes in risks to customers or fo the safety and soundness of the County and its
covered acoounts from identity theft, In so deing, the Board uof County Comnlsstoners shall consider the
following factors and exercise its discretion in amending the progran:

{1} The County's experisnees with identity theft;

(2] Updatzs in methods of identity theft;

3 Updates in customary mathods used to detect, prevent, and mitigate identity theft;

&) Updates in the types of accounts that the Couaty offers or maintains;
{3 Updates in service provider avargements.

Sectinn -1l Program Administration,
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Departrrent Directors are responsible for oversight of the program and for program bnplementaton, The
County Manager is responsible for reviewing repotts prepared by staff regarding compliance with red fiag
requivernents and with recommending material changes to the program, s necessary in the opiajan of
the County Manager and the County Atlorney, to address changing identivy theft risks and to identify
new or discontined covered types of covered accounts. Any recommended material changes to the
pragram shal! be submirted to the Board of County Commissioners fioe cunsideration by the Board of

County Caommissioness.
43} Affected Depariment Heads will report to the County Manager at 12ast apntally, on

compliance with the red flag requiements, The report will address material matters related

to the program and evaluate issugs such as:

a, The effectiveness of the policies and pracedutes of County in addressing the risk of
identity theft in connection with the opening of covered accounts and with respect Io
existing covered accounls;

b Service provider arrangements;
. Significant incidenis involving identity theft and managerwmt’s rEsponse; and
d. Recomnmencations for materdal changes o the Program. :

(2] Affeoted Dapartment ITeads are respansible tor providing training to all coployees
respensible for or invoived in opening a now ¢oveted account, cesturing an cyisting covered
S6COUNT O accepting payment for a covered account with respect i thr implementation and

requirements of the Identity Theft prevention Progmm. Affected Department Heads shall
axepcise his or her discretion in determining the amount and substance of training necessary,

Section -12. Qutside Service Providers,

In the event that the Counly engages a service provider ta perfoem an activity in cannection with one o
meore onvered accounts the Department Director shall exescise 1is or her discretion in reviewing such
arrangements in order to ensure, to the best of his or her ability, that the servire provider's activitics are

conducted in accordance with palicies and procedurcs, agroed upon by contraet, that are desighed io
desectany ned flags that may avisc it the performance of the service provider's activilies and take

appropriate steps b prevent or mitigate identity theft.

Article 2

Treatenent of Address Discrepancies.
Sectinn ___-L. Shore Title,
Treatment of Address Diserepancics.

Secrion _ -2, Purposc.

Pursuant to 16 CFR § 681.1, the purpose of this Asticle is to cstablish 2 process by which the County will
he able to fotm & reasonabie belief that a consumer repart relales fo the consumer about whom it kas
requested & cunsumer credit repott when the County has recuived a natice of address discropancy.

Seation -3, Definitona,

For purpuises of (s article, the following definitians apply:
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(1}

{2)

"Motice of address discrepancy’ meand a notioe seat to a user by a consumer repomting Agency
ptrsisant ko [5 T1LS. O, § 1685 (e)fhi 1), that informs the user of a substantial differeno:
betwezn the address for the constmer that the vser provided o request the consumer FEpeL
and the zddress(es) in the ageney's file for the consumer.!

‘County’ means Connty of Henderson, North Carolica,

Sectinn -4, Policy.

In the cyent that the County recelves a notice of address discrepancy, the County employee responsible
for verifying cansumer addreages For the purpose of providing the Counly serviee o account scught by
the consimer shall perform cne or more of the following eotivities, s deiermined 1o be appropriate by

suen entployes:

{1

(d)

Corapare the information in the consurmer eeport with:

a. Infarmation the County oblains and nses bo verify a consumers identity in accordance
with the raquirements of the Customer Information Program riles implementing 31
US.C §3318(0],

b Information the County mainfains ia its own records, such as applications for service,

change of address notices, other customet account records of X records, or

Infbrmation the County obtains from deird-pany sources that are deemed reliable by the

relevant County emploves; of
Verify the information ia the consumer repart with the comsumer.

)

Section ___ -5, Funishing Consnmar's Address to Consumar Reponiing Agency,

1)

{2

In the eyent that the County reazonably confirms that an address provided by a constmer o

the County is accurete, the Coypty is roquired to priveids sueh address to the consemer

reportitig ppency from which the County roevived 4 aotler of address diserepancy with

et to such comsurner. This information s requited to be provided to the congumer

teparting apency when:

a. The Cotnty is able to farm a reasonable belicf that the cootimer report relates o the
consumey abot whorn e County requested the report,

k. The County establishes a conbinuing relation with the consumer, and

. The County regularly and in the ordinary course of business provides information to the
consumer reporting agency From which it received the nopce of address discrepancy,

Such information shail be provided to the congumer reporting agency as pact of the

informaticil regulasdy provided by the County o such sgency far the reporiing period in

which the County establishes a telaionship with the customer,

Section ____-6. Methods of confirmng Consumer Addrosses,

‘The County employes chacged with confirming consumer addressed may, in his or her discredion,
cocfinr the accuracy of an address through one or more of the following methods:

(1)
{2)
()
#

Verifying the addiess with the consumer;

Beviewing the County's records sa verify the comyumer's add ress;
Yerifying the address through third party sources; or

Ulsing other reasenable processes,

''See 16 CFR § 631, 14h),
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Secflon 2

The praarnble ko this ordinance is hereby Incorporated inta this ordinance as If sat ouf fully
harefn.

Seclion 3

All secnances ond parts of ardinances in conflicl herevdth are hereby expressly repecled.
Saction 4

This erdinance is adopted and effective the dale shown below.

ORDAINED by the Board of Commistionars of the County of Abad ey
this the [g¥% du';r o I&QJ 2008.

Clatk t0 the Board ..eﬂiln . Chairmoan
Do pukiy H County Board of Commissioners
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